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2.1. #EHSERE

/Fkkkkkkklkllllklllkelelelelelelelelelelelelekelekekekekekekekelekekelekekekekokekekekekekekekokokokokok

Thfe:

BE H AN E .

PR A R

static void SYD SetLogConfig (
String pcLogPath,

int

REHE: JC

iLogLevel) ;

S : SydApiException XIS, retCode J&MH AEIRIG,

ZHB




pcLogPath: WA, HEMAMERE, UL/ 8\ dRRREHZ
iLogLevel: N, HEZOWE 0. AMexHE
L: ek M2 28510 H &
2 ﬂ;‘%i‘ﬁlﬁlémﬁﬁiﬁ
WX 2% 2 £ 1R H
3: ﬂii%lEﬁ%EﬂikZi%akﬁfﬂﬂi

2.2. BUE5EZRER/IER

ksl kokokkkiok kool kool ok kool ok kool ok
Ihee

mﬁ@ﬂﬁ Ji SR 0 G T B e bl R 1S 25 4 IR 55 A 1)
TCP/IP &%,

& KIZERATH SydApiBuilder ZE4HBHANE, % KA AE— A HXT %,

— SydApiBuilder (
Stringl] pclpList,
int[] iPortList,
int iConnectTimeOut,
int  iDealTimeOut

);

IR[AME: SydApiBuilder FIXt%.
. I1legalArgumentException B A%, SN E %,
ZHBH
pclpList: BIN. BALRS A0 1P Hidk, (RJ#g AN/ Nk, AT
F4&, WA H. BRNESE— 1P bk Ko 105 24 F s
W, HRANEHZELRSE)

iPortList: N. BHIRSHENE S, (AMAZ MmES, 5
pclpList ZH——xth, HEME, HTES =
D -

iConnectTimeOut: AN . ER@ER, A=,
iDealTimeOut: WM. ¥ Enr e, BAaZH T 10ns) .
(ZERSCIFEHEE R, BIREEME; XFEIATE;
XFFEN R RE, XFRATH, ATHEEQRED

- build 77 (ZLFEL4)



SydApi build()

REME: SydApi MIXTH. W RHEER:, TSR, EHA SydApi W
SYD Disconnect Ex HEATREROERE .

S . SydApiException FHXT4, retCode J&MH N imlY

ZH:

@ JHIERMEA SydApi A SYD_Short Connect Ex J7¥Z.
bR Y
SYD Short Connect Ex(

Stringl] pclpList,

int[] iPortList,

int iConnectTimeOut,

int  iDealTimeOut

)
ZHBH
pclpList: Mo BHIRSS S IP Huhlk, (AT AZ ANk, AT
F4&, WA H. BRESE— 1P bk Ko 105 24 F s
W, HRANEHZELRSE)

iPortList: N BHRSHENE S, (EAZ I MmES, 5
pclpList ZH——xth, HEME, HTES =
D -

iConnectTimeOut: HAN. ER@ER, A=,
iDealTimeOut: AN ¥ Err e, pAaZH0 T 10ns) .
CZAEIRSCIFEHEE R, BIREEME; XFEIATE;
XFFEN R RE, XFRATH, ATHEEQRED

2.3. WiF 5242 BRo5a &

/sskseksookkskiookekskaookkekaiakokkskaiaokskokatoookekakatolokkekatatokkekatofookskokatof ook
Tige:
KM 52544 M55 4% 1) TCP/ TP %4z
PR A Y

void SYD Disconnect Ex();
REME: JC
S . SydApiException FH X4, retCode J&MH N imlY
ZHBH

.



2. 4. EHIE hash O

/*************************************************************
Dife:
X 48 B HPE AT SM3 A A b EE
PR 255 Y
String SYD SM3 Hash ShortData(
bytel[] pcData
);

RIEME: WEAME (EEKE 32 797 8 HEX FRF il
% SydApiException FH XA, retCode JEIE N RIT,
ZHUL

pcData: HiN. JRIGEHE .

2.5. K¥IE hash 8O

/kskskskskskskokskskokskskokskskokskskokskskokoskskokoskskokoskskkokskokokskkokskkokskkokskokoskskokoskskokoskokokkoksk
Difie:
X 48 B BT SM3 A Ay AbEE
bR R
LongDataReturn<{String, String> SYD SM3 Hash LongData (
byte[] pcData,
int iPkgNum,
String pcProcData
)
iIR[E{E: LongDataReturn<String, String>Xf%. @Ml
procData: 2R (AP 5N 1802 MAE FREF#KR
data: MAAVIE (FEEKEE 32 7)) # HEX FIEEKR

S : SydApiException XIS, retCode J&MH AEIRIG,

ZHU A -
pcData: WIN.  EhnEEEE.
iPkgNum: AN, W5 0 f¥—4aL pcHash N#iH hash 45

1 F—H HHIEEEIE pcProcData
2 HEfL peProcData AN _E—Hik
[ P e FE S i AN R [B] st R
3 B Ja— pcHash Jy%ith hash 455
pcProcData:  HA. HAEHHE (EFFSY0 8 1 AEA ull, GF5H
2 8% 3 N R EAE)



2.6. FEEEEINMBEE D

/>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<>l<***********************
Difie:
Xﬂ Eiﬂfm&ﬁ SM4 Jin gt &5 kb
bytel] SYD78M478hortData(
int iKeyIndex,
byte[] pcData,
int iFlag
);
REME: OO SRR L.
. SydApiException FH AR, retCode J&MH N IRAID
SR :
iKeyIndex: N SUEEHRLIME

pcData: I  HROCECEH S
iFlag: BN IOfEERRIR, 0: IR ECB %% ; 1: 3R ECB %

2.7. HEHEINBEEED

/Hksksdoksksiokskoiokskookakolokskokskakokskaslokskookskaookskaookskeokkatdokskakdoksk ok
THES
X i e E HEIEAT SMA Infig e AL B
PR A Y
List<byte[]> SYD SM4 BatchData (
int[]  iKeyIndex,
List<bytel[]> pcData,
int iFlag
)
REME: List<byte[I>XR, List MKESHAZSEL pcData I EEAH .
ZHBH
iKeyIndex: WIN. SUEEHRIMESA

pcData: M\ o BN IR OS] e SO .
iFlag: MiN.  INfEEERRIR, 0: 387 ECB fil#%; 1:3KR ECB N

2.8. KRB EED

[k kkokkokdokkokkkkkokokdokkokakokkskok ok ok ok ok ok kbt skok ok
Difie:
X BEBEAT SMA IR kb HL,
bR ) R
byte[] SYD SM4 LongData (

int iKeyIndex,



byte[] pcData,
int  iPkgNum,
int iFlag
);
RIEME: i HdE
S : SydApiException XIS, retCode J&MH AEIRIG,

S -

iKeyIndex: N, SUEEHRIME

pcDatas: BN ZmEmEdE. GEdEmKESE — L LA ) &5
N 16 [EERS)

iPkgNum: WN. fLFS
0: fl‘*fg
1: %Q@x
2: HE A
3: HiRfy

iFlag: BiN. INRZEFRIN, 0: %7~ BCB fi# %, 1:3R7R ECB N

2.9. HEXIEMAC HEED

/Hksksdoksksiokskookskookakokkskokskakokskaookskasokskaookskaookskaokskatodokskak ok kol
Dife:
S EHEHEAT SMA MAC THE
PR A Y
String[] SYD SM4Mac BatchData(
int[] iKeyIndex,
List<byte[]> pcData

~—

REME: String[] #H, KT peData List MK,
String[] FHFMEANMMEN mac 1 (EEKE 16 75D 1 HEX F°475F
o
FH . SydApiException BT %, retCode @I NIRRT,
ZHBH
iKeyIndex: LN THH mac BT s B H R 5IMEEA
pcData: LN B MAC MR A

2.10. #HLEHIE MAC KEREDO

/Fkkkkkkklkllllklllkelelelelelelelelelelelelekelekekekekekekekelekekelekekekekokekekekekekekekokokokokok

Dihe:
X E R BEAT SMA MAC #2562 HdE SR G U4 He 7
PR B2 .

boolean[] SYD SM4Mac BatchData (



int[] iKeyIndex,
List<bytel[]> pcData,
String[] pcMac
)
Z[A{E: boolean[] FHKFEELET pcData List HIKEE.
boolean[] HZHH HIFAME XN ZE T pcData Al pcMac FIRRIRES R .
true oI KL, false FRANKIE R,
5. SydApiException BHE X%, retCode &M NEEIRID

ZHU A -
iKeyIndex: LN THH mac BT s B H R 5IMEEA
pcData: LN B MAC MR A
pcMac: LN I mac [HEAHA, B ma M (EEKE 16

) ¥ HEX #4455 .
2.11.  K¥EEMAC HEED

/kskskskskskskokskskokskskokskskokskskokskskokoskskokskskokokskkokskokokskkokskkoskskekokskekokskokoskskokoskskokoskkoksk
Difie:
S P HEAT SM4 MAC 5.
bR Y
LongDataReturn{String, String> SYD SM4Mac LongData (
int iKeyIndex,
byte[] pcData,
int iPkgNum,
String pcProcData
)
iR[A{H: LongDataReturn<String, String> HIX%
JE& procData EFEHHRE (H/F5H 182 BAED PR
JEE data i1 mac B (EDEKRSE 16 7799) HEX P4 H
S SydApiException SFH AR, retCode J@MH NEHREID

ZHU A -
iKeyIndex: LN T mac T/ B EHE S IME
pcData: LN B MAC HIEHE
iPkgNum: AN, W5 0 fl ) pcHash N#H hash 4558

—A i iEFEEHE pcProcData
2 EP [i]€) pcProcData Jy A b—Hik
(=] Py ek FE S R AN [B] )k AR A
3 &5 1 pcHash N#iH hash 25§

2.12. KEIE MAC BRI D

/Fkkkkkkklkllllklllkelelelelelelelelelelelelekelekekekekekekekelekekelekekekekokekekekekekekekokokokokok

T



S B P HEAT SMA MAC ARG AR FE
PRI AR Y
LongDataReturn{String, Boolean>SYD SM4Mac LongData (
int iKeyIndex,
byte[] pcData,
int iPkgNum,
String pcProcData,
String pcMac
)
iIZ[A{H: LongDataReturn<String, Boolean> HI¥f%
JEYE procData HFEEIE (RFS5H 12 NAE) FiFH
JE M data #iH ) mac RIGEEH . Boolean MY, true TR KT,
false FIRELIRRIL,

S : SydApiException FHXTS, retCode J&MH AEIRIG,

ZHUL I «
iKeyIndex: BIN. TFH mac TR EEHEIIME
pcData: BIN.  EAH MAC BIEHE
iPkgNum: AN, W5 0 ¥ —4aL pcHash N#iH hash 455

1 S—A f I & dE pcProcData
2 H[a]fl, pcProcData A A\ _F—fL1k
(=] Py ek FE S R AN [B] )k AR A
3 HJa—19 pcHash N#it hash 453
pcProcData: i AN. IR (BF58 182 BAHE)
pcMac: N HitH ) mac H ([E@EKE 16 F795) HEX FHRFH

2.13. SEBEEMAC HEEO

/sskksokkiokokekskaookkekaiaookkskaiookskokatoookekakatolokkekatatokkskatofotokskokak ook
Tige:
X EEREAT SMA MAC TH5 .
PR A AR
String SYD SM4Mac ShortData(
int iKeyIndex,
byte[] pcData
)
IR[AME: mac {H (E 2K E 16 F79) ¥ HEX F5F s
5. SydApiException SHENTA, retCode J&IE N IRID,
ZH B -
iKeyIndex: LTINS T mac Tl RS HRGME
pcData: LN 5 mac Fr s B EE



2.14.  5EHFE MAC Knrg O

/**********>l<************>l<************>l<************************
Difie:

S E R HEAT SMA MAC A% 56
PR 255 Y
boolean SYD SM4Mac ShortData (

int iKeyIndex,

byte[] pcData,

String pcMac,

);
REME: N true oI L), false RRKLRRM .
. SydApiException FH AR, retCode J&MH N IRAID

ZHH -
iKeyIndex: TP T mac TR BN EHZRGIME
pcDatas: TP T mac flF 75 ZE 50
pcMac: LTINS mac B ([l 2 K& 16 F75) HEX 7455 5

2.15. initSm3/update/digest KEIEEIE

TRE:
AT LS BE B2 LN 0 3 4064 /& &K JE ) peData.

ISM3 initSM3() ;
R EE: ISM3 %1% F T il update/digest J5i2:
Void update (byte[] pcData)

ANZ: pcData BN HIEHE

String digest();
REME: R[E) LR

2.16. 1initSm4/update/digest KEIEPRIE
Tige:

A DU B F2 N 0 B 4064 /R E K peData (Af %55 N B BT
& 16-4064)



ISM4 initSM4 (int iKeyindex,
int ende);

A%: int iKeyindex #HHRIE
int ende INFRZERRR: 0 %8, 1N

RMEME: 1SM4 %% HF i update/finish J7ik

Byte[] update(byte[] pcData)
ANZ: pcData BEHN%E/ff % B dE
z[\l: bytel] Ha)EHE

Byte[] finish();
RIAME IR Al 0 5 1) 25

2.17. initSm4Mac/update/digest KEIEEIE

Al DO 2 L 4N 0 3] 4064 415 K BE peData
ISM4Mac initSm4Mac (int iKeyindex) ;

ANZ: int iKeyindex Z4HZRG|MH
] setPcMac J7vEXT Mac #EATIE

IR[EME: ISM4Mac X% HH T update/digest/checkDigest J7 V&

pcMac A1{H: Bytel[] update(bytel[] pcData)
AZ: pcData Zffif Mac HIE#HEA

pcMac JofH: Bytel[] update(byte[] pcData)
AZ: pcData Zfif Mac HIE#HEA

digest();

RAE: & [A] 45 S e

2.18. EBFEINEFHE MAC

/kskskskskskskokskskokskskokskskokskskokskskokoskskokoskskokokskkokskokokskkokskkoskskkosk stk sokoskskokokskokokkoksk
Difie:

SPEEIEAT SMA TN, JE XA SC MAC THE .
bR ) R

DataAndMac SYD SM4 EncryptAndMac ShortData(



int iEncKeyIndex,
int iMacKeyIndex,
byte[] pcData
)
1% [F{E: DataAndMac
- data &
- mac {8 ([ 2K 16 F777) # HEX FRF e #%
. SydApiException B XTE, retCode JE&IE N iRID,
ZHBH :
iEncKeylndex: BiN. INETHE TR RS HR G ME
iMacKeyIndex: iAo UM mac P A HRLME
pcData: BIN. THE mac P AEE A HIE .

2.19. FEBIEAH MAC FHBH

/kskskskskskskokskskokskskokskskokskskokskskokskskokoskskokoskskkokskokokskokokskokokskkoskskokokskokoskskokokskokosk ok
Difie:
BRI MAC , JER%E
bR ) R
DataAndMacCheck SYD SM4 CheckMacAndDecrypt ShortData(
int iEncKeyIndex,
int iMacKeyIndex,
byte[] pcData,
String mac
& [F{E : DataAndMacCheck
- data %L
- macCheck mac K445 H

. SydApiException B XTE, retCode JE&IE N RID,
ZHBH

iEncKeyIndex: BN ISR B R EIME
iMacKeyIndex: BN, THE mac s BRI HRSME
pcData: BN, B

2.20. HEBEEINFIFTE MAC

J T
Dheeg:
XL R AT SM4 NS, JE X S0 MAC THE



PRI AR S5 A
List<DataAndMac> SYD SM4 EncryptAndMac BatchData (
int[] iEncKeyIndex,
int[] iMacKeyIndex,
List<bytel[]> pcData
)

IRFEME: List<{DataAndMac>
- data &Y
- mac {8 (2K 16 775) # HEX F457 4% X

5. SydApiException SHENTAR, retCode J&IE N IRID,
ZH B -
iEncKeyIndex: BiN. InETHE RN HR DM
iMacKeyIndex: BiN. UM mac s BRI HRLME
pcData: BN, B,

2.21. WMEBIHERKLE MAC FHFEE

/kskskskskskskokskskokskskokskskokskskokskskokokskokskskokokskokokskkokskkokskkoskskkosk stk skokoskskokoskskokoskskoksk
Dife:
EEHAR RIS MAC , JEfRE
PRI AR Y
List<DataAndMacCheck> SYD SM4 CheckMacAndDecrypt BatchData (
int[] iEncKeyIndex,
int[] iMacKeyIndex,
List<DataAndMac> pcData
)

iR [F{H: DataAndMacCheck
- data B
- macCheck mac 445 H

. SydApiException B XTE, retCode JE&IE N iRID,
ZH B -
iEncKeyIndex: BiN. TR RS HR G ME
iMacKeyIndex: iAo 1M mac P A HERGME
pcData: BIN.  EESCHAEAN MAC X ECAE
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